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(57) Abstract: 

PROBLEM TO BE SOLVED: To surely prevent the 
illegality of a server and a user by performing either 
processing of encipher or decoding to data in which 
electronic watermark information is embedded. 

SOLUTION: A system 100 consists of many entities such 
as a terminal device 10 on the side of a server, a 
terminal device 20 on the side of a user and a terminal 
device on the side of a verification station. Each 
entity mutually exchanges digital data through a 
network. In such a system 100, data into which 
electronic watermark information is embedded are 
subjected to either processing of encipher or decoding. 
In the system 100, information about a primary cipher 
such as a system and a secret key is the information 
which is known only to the server, and information about 
a secondary cipher is the information that is known only 
to the user. However, between these ciphers, they have 
the property that the cipher is solved when decoding is 
performed, whichever is ciphered first. 
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1 

[M**i] S J FjS^bt*«K^ffl«)iA*tt^T : - 2 ?'ii 

- * * w» t s m^aa* by? 5t 0 

[ft** 2] «?S^bffiNR]9ttt«>i&«jx. £o, Bt 

Iff** 3 1 ±8E9l««««rMfc«*-Sa>LflMR£ L 

fctt«Tlt*<b$ixTv 1 >6 r t 5 »#* 2 K 

lEf^m^S^ Lyj5t 0 
[ft** 4 ] ±IE«F#fl: £ »4»* 5 H£^{fc£i£ Lfc& 

t i-sat** 2tt(i3 KfE«c<z>m^sa» l^- 
[8***5 1 #a©7*-*u:*tLTifr*fls*fr5il& 

[»**6] Stroxyr^r^^tf^yh^-^ 

[if** 7] ±.^'~^tm^-^X'^^b^ 
m t-rsti** i ~ 6 (Dwtifa i *idiE«©«^Sd»L 

[ft**8] Stroxyr^f^A^/iS^i' M7- 

[fH**9] ISCiyf^f^i^ftS^y 

f-ff-{ btf7*4i??Mtin<Dm%.m&n?i&&, 
^^■9&m^n^x±mm2<D^>^^y L ^\zmmi^. 

[!U**io] ffi««3i>"7 L -< , f ! -'r*»5>*5^s' H7 



±1281 2 <733i yf ^ tV J4> l Oivf^f^ «t 

8i£r-kfE^S l oxvf^f-)' (cijJUf . 

10 igjgU 

±IE^2W^^7-i'7^tt, -h!E^ 1 ©i>f-ff-f «t 

2<Dm^t&m&ft 5 ^ b&mwib-tzm+tftmmifii'x 

[W** 1 1 ] JtfESB lOxyf^r-f ^ffifeiitfS 

*^tfr 51***8 ~i o^srtu^i*^ 

[M** 1 2 ] ±BE|g lOxyr-ff^ ^ffifeii trffi 

^ttfi <b£4#mi:i-5f#**8~l 1 ©fa*^ 1 *Kl 

[11**13] JiiBJBi ©xyf^f-fll SEEAK: 

roai yf 7" ^ ©i« Sr&aE-r 5 r t b "T 5M* 
* 8 ~ l 2 ©faix** l *(c:§Ett<Dffi^1f ffiffi* 

[ft**14] «F^bS^Ti/"fcB5«fflffRSr«^-Lr 

b , m^itanftmrnxttM z*i±wmm 
30 mmbmzm^mm<oi&&tiizm*m*>vmmb&wm 
r-? bvx&iitoirz>zb*¥fmb-tz>mm7T4*m 

Bo 

[ w** i 5 1 ±tsmm.f— 9 b tem&, ±mm^t 
imt>zmffim$:&#i-tzz.b$:W&b-rzffiii£mi 4 

[^^©P^^lftWJ 
[000 1] 

fir*? hv— m^itm{&7 7 4 s^m 

Blcffl^T»ig^t>cDr-fcS 0 
[0 0 0 2] 

[^3t50^*if] iS^ayifa-^y h!7 — ^(75^jg 
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[0 0 0 3] S^#£fcteHK^* (SXT, ^tih 

[0 0 0 4] ^^^S J ?•S^ i L^ffll/^^^/^xi^T^i, 

rv>5 0 tot, h^-/<mf;Mx^ z>mmxteft< 

[0 0 0 5] mii, HI 1 0 J; o \z. s feMCDis* 

tj^x\^ ^-^%&i£irz>tifr(Dmm#mmd i 

ti^xmw-tz) g\z-$—s<j)mtbj2<&<DX\ it—/<& 
m^mm^mmd i ^m^/ux^cD^^-^mc 

if (Hi oo^j-e^-ifu) te, i^-^o^?R^iitt 

[0 0 0 6] *:(D?tfm t IT, #J;tf£, TB. Pfitmann a 
nd M. Waidner : "Asymmetic Fingerprinting, " EUROCR 
YPr96j coxm O^T. Mlif 5) t-, ^HI^Bt^- 
^5rfflV>fcV^XjU (Hi 1) «^JHt^^ 0 n 

Z>o ^(DiXmmtLX, RSAfl^ElGamaHf 
(a) Wflk % (b) Sf^ilff^liEiim^^^n h^/P 

[0 0 0 7] ( a ) -^*Tf§fc 

(1) Bf^£!T^*a*S*9, B£^i££^-C#S 

tab, ^mzm&^m~fz&m&te<, mmmm 

(2) &mm%™%^mteteffl£tix\<^<Dx% mm& 



O) mhfrx£tz-mmx<Dmm%m&%xt£\,^z. t, 

*5 J: t>*«€: coiim^C^ t&£X£ tit v^^rt ^S:{f#^ 
3 fc <£>SgI£$&tg £ mmx% Z> o 
[0 0 0 8] (b) ^^Bg-^CQ^u h 

n^Bt^-^f^^rE (kp, M) i:U ««<£>«^-®k 
s ^rffl^TfT^H-^^^D (ks, M) b-fZ>t, 

10 (1) 0gM§«k pj^*.e>*bfci:#, Bt^k^E (k 
p, M) cDff^^^Tfc^o «-^«tk s^^-x. 

bixfc<t#, *#»f^D (k s, M) ^tf»f^a^fc 

(2) his^—Fdm^-mk s &*nb#v^ib, Bt-^® 

kph f^HU&^E (kp, M) 60fr3M£J4i<^ Bt^- 
JC = E (kp, M) ^^otl/>Tt), jiff^CM^:^: 

mirz-ttem-»m<D&xmMxtbz> 0 

[0 0 0 9] #Cl£, _tl2 (1) , (2) (DgzmcjWZL 

X, Kk<o (3) <^{^/&&i)-5- ir^t^^ilff^ 

(3) ^t^Iffi (¥^C) Mi^^LBf^b^E (k 

P , m) #£*ro#, 

D (ks, E (kp, M) ) =M 

^^5 0 o*«9, Bt^k p^P^^HTV^^fc 

fi^^Bt^-ftJft^E (kp, M) (Dftm&ft ? t 
tfXZ&tf, D (ks, E (kp, M) ) (Dftg^LT 
iim^CM^#^>r b&XZZcDIL gS^iksl: 

[ooio] — Jife ( i ) , ( 2 ) (D^t^px. 
30 " t\ ft (4) <z>^«=^ici-s^i^j:9®iEii«« 

(4) ^roiiffi: (spjt) M»z:»ua#«fPD (k 
s, m) ^^gj-et, 

E (kp, D (ks, M) ) =M 
Mit^o o£*K tt^Jfcf^D (ks, M) 
"C*S^«f8«0«#«k s^oTV^5*A^t^ 
9, I^A^^igffi^^lk s* ^fV>TD (k 
s' , M) (Dtf*SrtTV\ 85«0*-g«k s^otV^ 

40 E (kp, D (ks' , M) *M 

6^^ett5o d (ks, m) <om&&s 

E (k p, D (k s, M) ' ) =£M 

k%mmx%z> 0 

[001 l ] ±a!co J: 5 *<^BB«l*-i-*-iC-rtt, ^fflo 
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[0012] J^Tt-, ^M»***SC:«- <fc 13 %ffi#A*> 

5:ksA, 4*Ba««: k p A t U §m#Btf>g!.«gi£ k 
s B, <&r,H§l£k pBitS. 

[0013] jut] «m# a fa <b b ^am^c 

Stepl : ^{f#Att, Sff^BW<a^gik p BT'iiff^: 

-So 

C = E (k p B, M) 

Step 2 : Sff#Btt, g k s BT*Rf^C«: 

M= D (k s B, C) 

**5. S«#B<D^»!«kpBtt^1»36*W^|JISn 

[0014] immmmmm&AfabSim&B^mmx 

Stepl :5S«#Att, S5>^8}*«k s A-caifejtSSr 
KT^«t5l-4*U §:ff*Bl;Li£& 0 

5 =D (k s A, M) 

Step2 :gffi#B«, i£«#A<Z>&M«i k p Ati** 
M=E (k p A, S) 

6 a , a«XMs9s»*»fcas«# a*» biss &*vc # * ^ t 
[ooi5] »*«-aH»a«]aMt#A^e>s«*B^ 

Stepl : aS«#AW\ S 5>Offi«B«k s AT?ii«XMSr 

S =D (k s A, M) 

MfAlj:, Sff^BO^digSk p Bti^J 
s^T(?)J:5P^bU «f»:fcc«:gm*Bfc:ai 

C = E (k p B, S) 

Step 2 : gff#Btt\ a^85*«k s BTBffXCS: 

«T*>J:5fc:«*U S*XSSr#So 
S =D (k s B, C) 

S&fc, SMMfBtt, iS«#Afl!>^HI«k P A-e»*x 



M=E (k p A, S) 

[0 0 16] **3, »*f*«ftii«0#Steprtfc*3»t6 

Step 1 :C = E (kpB, D (ksA, M) ) 
10 Step 2 : M=E (kpA, D (ksB, C) ) 

Step 1 :C = D (ksA, E (kpB, M) ) 
Step 2 : M= D (ksB, E (kpA, C) ) 

[0017] wt(-, ±&<D£?te4kMmm^tt&m 

1) ^*5WS*^C0^lliS:*"r o 

1) *i\ *-^<i^-1fB|-rBffcf*-^gOjl5K&H 
■T6*tt»d 2^Kt)^^>-To 
20 [0 0 18] 2) ~— ifH\ g^tat ID 

r<?5— *fSjt*BB»i:f4. Hfll£y=f (x) l£*5V^T, x 

3) #cK, a— iftt, *«l»d2i:-*rti*tB>fcf K» 

30 [0 0 1 9] 4) -9— ^l— 1f<z>£tHMRk p 

USrlv^f^flMid 3 £3g£j«d 2 5 0 

5) /^iiUSi, a#*^tf*£K*8E«d 4 fc, ^ 

a^a^u^tHife^— ^ ( g + d4 + iD) sr^i- 

6) ^-If^^^m^^U^^Bj^-^ 
(g + d 4+ I D) *mZ> 0 

[0 0 2 0] :^)«, ^IE^t: 0 -^H,^^#^^ 

-t^^S:fflv^^-*^fi]^4BII«fiif Kul— !f^»**ftWfe 
*x£c£>T% V~'<te&m<D^-y*izZil,TZ:<D£ oft I 

50 COjf Lf+J-tdS^nJflgJ-^S^-t-efcSo 




(5) 



7 



[0 0 2 1 ] *zx\ iE^m^}^fc^-—f{ch^(Otv 

Lttrt&^mimzis^j* (mi 2) » % r=s&, 

T-iS^Udo^T" , SCIS97-31CJ oirjSfc (J^T, 

2£w?) (-S^$nT^5o r*u4, if- ^&®BHfc 

10 

[0022] i) ^— ^tmmi&*y--s<^mM<D 

2) J®Bfl<1t— '^4, ^(Z)S*rtg^"f^f*cl5 
Pf^LLTa^&^-^^So i^B^^ 

[0 0 2 3] 3) mfr&^s<iz, mhnx^r^m^ 

itmmr-fg 9 t, m& (u + d6) ir^flllSU ^ 20 

tt^^immr-? ( g * +d7) £m&-r£ 0 ^o 

(g J +d7) ^r^--if^^^o 
4) ^--im, ^B^-^^^^^tvT^fc^-^-M^: 
f £^T, i^a^tft^^ffltf-^ (g' 

+ d7) ^m^iS^U^^B^-^ (g + d7) 
[0 0 2 4] ^(D\k, ^sE^t 0 —dm&£ftf^&te, 30 

J6^Jffl#ff ^d 7 *m&7*-? g MM^t 

1\ a^&^-/^4«^[i8Sfc f ' £*a«b&^ 

»Lrt>> ^tt^— if^jffl#tt^d 7&mmx 

LTV^o 40 
[0 0 2 5] LJ&»L*J&*6>, roil 2^f^t 

t4, WH«^— ^t^ttK^ov^Ttt 
tot, ^^WBiffiT-foSBi^- 

? sotewtrnvt?*-* &' ttm-h, 

reLfc4§-£lcf4, ±#^01 l^fA^ilct- 
[0 0 2 6] WlfflHJ— ^tt**M* f ' Sr^-- 50 




8 

jfttf. '<tt^—!f t*Sftb*< tt>^-f 

[0 0 2 7] r^^fATU JSCBHfeif— 

L*V \ * fcttlE LV 

^5>T?fcSo ^tt, ±aS(Z>l2l l^r 

[0 0 2 8] 

«fc we^-tf #sa* y a * stt-r 5 r t & s w t i~ 

[0 0 2 9] 

[0 0 3 0] **^(^ffico«p«ti-5i:r^tt, m-^S 
[0 0 3 1] ^ 

[0 0 3 2] *mW<DZ:(D{$L<D%fmt-tZ> t r%»4, « 
[0 0 3 3] *3BM^®^-1»*iB*^^'7 i Att, 




*5^t, ^m^^^^^mm^n^xm^-m^u^m^ 

S£fr 9 ^ 2 co^n ^ x ^ t Zm-t Z> r. ir Sr«MS t + 
60 

[0 0 3 4] *mW<D{tL<D&mi:1rz>£ r^f3\ ««cco 
|g 1 (7)m yr^f^ ifl 2 (n^sif 4 T 4 bf£y*4 *J& 10 

[0 0 3 5] ^)ffi©«F»i: t6 t r « 

1 (^^-7"^ ±|E^2cD^^^t ? -^ <t 9 Sit 

U _h|E^2(Z)riiVT-^^^ii > 30 
<fc 9 5 ttJ&o fcflMR LTJhlEjg 2 (Dm^t^n-r 

sis 2 (Dm^f&m&n o^t &#mt~rso 

[0 0 3 6] _hf2#51 ^xyf^f^MW 

-Y l-Mf sit £W£{f -TS^-r s^/MfltfU-BBi-* 
tf n<D-jj tf t> <£> O T 6; v \ 
[0037] ^ftgf-teJbfei? 1 o^^x 

^ic: J: o T_hBB® 2 co^ yr ^ x £J&BE-r S J: 

40 

[0 0 3 8] Sfc, ^W(Olfe77^/^I«^ «F-§- 
[0 0 3 9] 

ffiKommmffi} silt. 50 




10 

Wx.fi, Hii:*t«J:5 4^TAi o oicj; 

[0040] irtzfrib, v-^f ^ 100 I3\ if— ^ffiij?) 
(^-1f«S*3£«) 2 0*3<t^mE^fiiJcoffi*^e (tfe 

se^s^b) 3 0 &<£tf£m<D3=- >-T4"T4 

[0 0 4 1] * 1 0 i«B*»R 2 

5ft5i»:atfii»i4i, if«*3g«2 o^e> 

1 4<DM?)7!>mmt$ftz> 

^K20ic^m S*v6±5fc4*ti,TV^S 0 i2 
[0 0 4 2] *fc. lf«*K«2 0tt, ^-^^ffi* 

asgi 0 (Dmmmmfamu 1 l^tTr-^iUfts 
s?ft£«Mjff2 1 1, m^b±atnm»2 2t, y—s< 

2 ^pf-^{b^Sg|5 2 4 t^«*ggio 
©^ 2 ©«^S^Uffi»5i*«!fa«B5 1"5 frb<0*r — 9& 

co 1 &«^§-#L3fflS l 4^b©7 f — ^«s#t»Sixa 2»:« 

^-saasp 2 5 £ , ^«a**« 1 0 ©^ 2 ^ifg^ 
h<or t -^^m^^n^^^i/^mmmm^2 7 t&m 

ocQi^-g-Aaassi 4(^*&*^ 5*^«ka«H5 2 
3<Dmjjiz, ^—y<^mmio<Dm2(om^m^Lm 

[0 0 4 3] ±3z£coJ; otiL-y^y-J* l 0 Otlt ^sfc^ 
S^tt^co i ^Bt^^M^^tt#^^-^fctt^^n^f» 

mxfr& 0 fz. tz. L , m^OSf-^CO^^ti, ^^^>C0Ht 




11 

1 o j , m^-z td i o j x-s^u m+mfauz. 
M-rzmtb&fr&mz r+j xmt>-th<Dt-fz> 0 

10 0 4 4] «TI-, ±.tZ<D£? t-Sj&Lfcv'^^A 1 
[0 0 4 5] [Sfc&^jsQfiS] 

[0 0 4 6] 2) ftC, D—s<1tii2zmmi OM&l^T, 

#c*f ^b«LS$p nil mi (vrnT-m^ us^ses 1 

2-C*l]ffl#«f*U^ffi«>ii**tfciffl|ft7 f — # (G + U) 
WLtiW^MlEi 0Srtfv\ nhtbti^-? 

2 lWl^ftBtf^^El (G + U) 

[0 0 4 7] 3) ^«*ii2 0}^^t, 

2 &B£-^ffc#!f3l«B 2 4 fct, /-<«H*3£« 10W8b 
HT#^UfcBff^-fbiifl6^-^E 1 (G + U) i^LT 
2*«f»fl:S:tTV\ #^^2^-^{bHlft^^E2 

(El (G+U) ) ^t-/«*8I10(^6 o ^CD 

^-im, a^&^fig«afa«i52 2 {^j: t) i^8j«B 

[0 0 4 8] 4) #^ t^Jg*8fl 0te*5V>T, 
T#fc2#l#^{biffl«x~*E 2 (El (G + U) ) CO 

IB 1 »C*-&*QfffleB 1 4T«^f:E 2 (G + U) cof« 

^-fjs*»«2 ot^ass 0 */t, 

— ^E2 (G + U) +Sii*fi-S^^ ^zx^CH 1 Sr^fig 
*5iW»*U -hH2^m^-^E2 (G + U) + S<^ 
fc^~1«B*3Stt2 OteaiSo £oT, ^-if«*^S 

2 0fcfcJ\ E2 (G+U) +S©jS«t/Ns/y'afiH 

i, ^J;^f*^^^^(^^ 0 

[0 0 4 9] ^^Mttirte. — jftfc/Ny^H 

1, x2WUh (xl) =h (x 2) 
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5fi£<£>fc*:y ^Jl^tSUSh ()T% h (xl) = 

h (x2> *«fci-*ttxi, x 2«r*e^aa-fr*v^t 

<7>-efc£ 0 r<£><^£, i£M<om y ^hy = h (x) 

LTH MD (Message Digest) 5^SHA (Secure H 
ash Algorithm ) ^^^p t^fiX V ^ 0 
10 [0 0 5 0] 5) 1fiffi*SfS2 0^*5V>T, 

^^v3.jnB«ia(fi$2 7it t-/mitio^^ 

^^*H1 E2 (G + U) +S<Dlf#^ib£/££ 
fcl-LIBE 2 (G + U) +S<Oi»«*3J:W^sy 

(g + u) +scott^oo2*Bf-^fi:^m^bTS+-S^ 

20 (^Iftf-^GwIl Gw = G + U + D2 (S) 

2»ciiiF#(Z>JK»SrS*tfc**«f*s fcas»a>UMRi: L 

[0051] &.±<d£oi^ *^te«iia5i+g^ 

#*v\ 9*«*»&»*««SSriB:« 

30 mm2 ox*nbthtz.m%mmD2 (s) n ^—^<o^ 
^u*«flffD2 (s) &mmmmmzm#>&A,-e^- 
[0052] ^iE^t o — (^mm«o 

5 o rr-Cfi±^»l, XiR2tra 

[0 0 5 3] [^E^S] 
40 l) t^S*«iO(:^Pt, «*Lfc^iE 

^l^^^Gw , =g+u* +D2 (s j > ^^fu^^tt^ 

U' ^rtttBi-5o 

2) t-/^»I10ft ^IEiiJf*GW' fcttUUfc 
*lJffi#tf^U > tSr«ilflE^3 0(^U, n.-if— 

3) tfeBE«3 0H ^-W^R^Lrv^S 2?feffiP^O« 
^^HJ^r*^. ffitb^^Bt^^^oT^jEBftG 

50 [0 0 5 4] 4) jELV^ife««3&5tttt|Stt^ 



m 
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m& (s' =s<om&) i-f*. ^-tf^iEtBjrr 

(S' ^S^>4§-&) tcfi, &SE^3 0ti\ £ £>Mif— 
Kill o^e>^.— lf«3*3Sfi2 Ot^bttT^^iE 

2 (g+u) +s<Dffinkz<n^y ; >'~mHi t*<om 

£«:SiBU ±B^yVa|tHli, E2 (G + U) + 
S 0>«f S tuS^y ^tt ds— R-T* - £ * 
«K-T^o ^tt, t«)«B«K, &5E#!fJItf> 3 ) <£>^ 

2 (g+u) + s<z>«««:8hi-l-c, m*m*u*%m 

flfrr~*Gw£^0aW- o 
[0 0 5 5] 6) rrT% iEUV^ST-g^bf+^illffi^ 

2 ftl*#<z>«as jE L< TfcV^r. ir <5 Q 

7) — jELV^^S^U^^Wte^-^ tfBiOa^: 

§1524, 2 Ktt^atV 2 5, /N^^aJ([B*flfaSB2 7 

[0 0 5 6] Wi^r^i-i:^, **lfc»BfcJ;ixtf, 
*.*V\, rtU-J: 1 ?, if tfSEL^S* 

*fc, if-^tt, 1f{ftO"C^2»crtP-S-^»»SrS:^ 

tt«A«tt f-^jESrfT tt"C* fcv\, 
[0 0 5 7] * ±IB<^tfeiE*Qfa^)#l«j5S^*P"X*, ^ 

ttKMH:«< Tfc#«^K:jSCT^-if irif-^t^IE 

[oo58] cfg 2 <o%ismm t w ri 

[0 0 5 9] ^(D^2<Dmm^mX^ gfAfl* 

Kitt^-— !f<0E*tta*5S»S*u H«^:£SB*<£>J:5 
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— if«B*36IE2 OKKJu B5EJS4 Od^coE*^BB«5E 
[0 0 6 0] i§^, **««Sr«HEi-S^BB«^tt. ■* 

t/t^-— tf<z>jE*3tt (4>*<£t>, BBE»I^J:oTB* 
bixfc^-1fT**>5t^5-ir) *BBEi-S 0 
*B5ESS:al#LTV^5iB«^i: LT, VeriSigrr^CyberT 

rust k v ^ 5 4k*d« £ < £a tvT v > 5 0 

20 [0061] iot, ±^^mi(Dmmmmx^^<tc 

*tt««S:»*^6>»B"rs»'&. H2©BEa4 0© 
EM»f*t^B«T»B-rsri:dS**.e>nSo Ud» 

[0 0 6 2] rtll^LT, ^BBUit^^Bf**^^^ 

[oo6 3] iot, f-^isaaiofctt, 

40 ^ ^iE=ilf-^38aH#tcitt, -?:OSEM*^*E*^ffl 
IIS:BEE^4 0^*LT*^B»-3*lSi-S^— If* 

, 2) (ommt, &mf&m f p<D 

l) , 2) <D¥mk*EJLT<o£?\z&*-Z>zk\z.£y), 

<o^i£%m%k<Dmtt% : $L-tz> r ^ ^-e t ^ 0 

[0 0 6 4] ±fEH 2(0^*7" J* 2 0 0 (C*3tt6 

50 5 0 4*5, ±gi2^^7A2 0 0i^^V>r. ±BEIH 



* 
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t&mW-l 1-69137 



15 

i cr>^xA i o o fcra«te»f^i-siBSffc»4iacw* 

oi), 2) b$iUtoM<o\) . 2) ^^ov^Tfi, 

[0 0 6 5] [«»ii**a] 

i) £i\ a— !fjB*as«2 o^*5^t, i^^&a 

»2ilt BBES4 OT?38^*n*:BEM»f+#E*^BI 
[0 0 6 6] 2) t-^Kill O^l^T. 

*«yaas 1 2 x y> ±ttmmmtmto i i -ef&asix 

fc*Jffl#«f «U Sri* $ ixfcBifft^- * G fc:»«>i&^*£ 

i »ci*^k«ia65 1 3 ic <t 0 1 *«p#ft«faE i o 

?E1 (G + U) <Z>««*sa6feix5o &J». -LSSLfcJB 

i<D*afi«tti;i*5Jts»ftii*«!a©3) -5) tipus 

c7)^a^rfT5o 
[0 0 6 7] [&SE#iffi] 

1) t-/«5iaffllOf4, Lfc^jEHfi^G w ' 

2) tw^tioit ^iew&gw' tmmi^ti 
mm&mmu' > if*«riittEni3 0K:*u 

3) -7) tig^^aSrfT^o 

[oo6 8] K±je*<&j;5fc:* M2<Dmt&mm\z£ti 

[0 0 6 9] ±izEc^^l^oj:t> + m2C0^J£^(C^:Ufc 
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[0 0 7 0] — Tffi^^+FlashPixTM^r^ A^*- 

[0071] s-r, -m^m^y^-^v h-oi^t 

10 l^^lt^tb-So 

[0 0 7 2] — KWKiBlfc^y^fflKtt, -t^BHfe^r 

20 4Wi LTH Microsoft ?±<Z> BMP7i — e«> h^Co 
mpuserve*±tf)G I F7^5' h ft iWJE < BPS LTV> 

So 

[0 0 7 3] tfclil, FlashPixTM^7:^/^^^— *^ ^ hi- 
oV>T^flc^^IftM-rSo JKIfefftWi-SFlashPixTM (Fl 
ashPixte*BEastman Kodak *±<£^^ig^) ~7 y ^ 

«JBH4*«*5 <fc UWIf- * fcttMrt £ tit v % tzMmff 

mtLtzM^r^^, 1114*5^^0 5(^^0 
30 ^ /^rt ^#7"^ /n°T ^ ^f - ^ MS-DO S<Dy* 

h w->>T\ jg* Ufu^as* h y — AT? 

[0 0 7 4] B4fc*5i^T, W^-^ttRftSWflfc* 
TPgg<b$tbT*5 «9 , ^tb^O«?^*^H«^S:Subima 
geir^t^, ResolutionO, 1, ntVTltfc^o # 

40 t£&g#W«a s Subiinage Header (d N *fcBlfe'r — 
Subiraage data i-fe^^tb^o ^^y^-rir^ hirfi, 

tchOX'foty ^ Summary info. Property Set^ Image in 
fo. Property Set N Image Content Property Set x Exte 
ntion list property Set ^^$)-5 0 

[0 0 7 5] [^^ay^-r^ir 5/ Summary inf 

o. Property Setti, FlashPix4#^*C0 iyCDX'fete < > Mic 
rosoft Vc<D^ Y"7 V 'T-'Y—FX h i?-<*V&*%M<DZf 

50 # • 1hA*—^|ifflMPS:*Mft-ra o Comp Obj. St 
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reamKtelEt&gB (Strage) fcH1-*HttW*^«M*» 
[0 0 7 6] Image Content Property Sette, Hfi^T^— 

?<D&m$?fe&mj&irz>m&T*foz> me mm) • ~<£> 

&<Dffif&, *SV^4J PEGBE«S:fflV^SR<oa^-^b7 l 
-y/u ■ xn^^^— ^/w©ft**ifSrlBS6i-So Exte 
ntion list property Set Ji x JifEFlashPixOjE^tt^ 

ICC Profile <Z><flS#Ulte\ I CC (Internatio 
nal Color Consortium) ^*5V^T«^SixSfe^lffl^«lr 

[0 0 7 7] &f£ s Image info. Property Setf2, 

if o J: 5l-LT»t)ji*tb, if<z>J;5^*iJffl 

[0 0 7 8] MS <£>FlashPix Image View Object^ ill 

fo&mm-tzmz-m^z ^ — r *-9tmm 

OH5M:£^T, Global info. Property Set <£>gj$#f;i 

[0 0 7 9] |pHEH£;JoV^T, Source/Result Flas 

hPix Image Object fij^ FlashPixUf^—^ <OMfcX&> 
V > Source FlashPix Image Object fi^>^T% Result F 
lashPix Image Ob jectte^^v- a l/X'fo 5 0 Source Fla 
shPix Image Object ]) v^t/HT)® ft X — ^ Resu 
It FlashPix Image Objects t*^. — J^tfs^y * — ^ £ 
HE o T L fc*£*<7> m&LT* 9** tt**ix» 

6 0 




WRWl 1-69137 



18 

[0 0 8 0] Source/Result desc. Property Set 

trPB^^rfS^i^o Transform Property Settt, t®(£ 

[0 0 8 1] iBflfeT*— ^0®!9»V^^COV^TKW 

t^o rrm m»<o9>fM^mtsinitm9k(o»itL 
mm? t ^ ^<D@\&^-f 0 zcom i i^v^t, ^a«^ 

S^IftWJxfr^X 0 X Y 0 Jltt5 9 > 

fti:»M^^^ V'MBfcttX 0/2XY0/2 T*fo 9 , 

[0 0 8 2] r^ct^^Wte^—^^rl^eftL^^ 

(0 3#I) o l o^PHg^r^/^opg 

i~&tfN®tex ±|SImageContent Property Set^diEizj! 

^tv^ mo mm) o 

[0 0 8 3] ^b^, #»«ft^Wt^I«tt, 0 8 

ci^i-j: 5 i-6 4®^x e 4mmx*%z>?j ^mzftm 

[00 84] FlashPixTM-C^. ^tV-^tl/CO^ /U^(DM 
ftf^SrJPEGEiffi, > *£E«SOW 

i*nd^^»T?»iWi"5o JPEGfffttt, IS0/IEC JT 

ci/sc29 ia? aK«(9f b S *LfcBB«ffi**a;-c*> 9 > 
±12 l o^^/f/W^TH CfeTMSh 

[0 0 8 5] ^coX frftWiZfotzMfefr—Z 

tt, «^Ltf(l4COSubimage data ^Mi^^i^M^ 

teiiLW, JEEag^ifetti-^TSubiinage Header 
(0 9#fig) o 

[0086] {^<Di&(ommmm^ £k±\cn^<itm i *5 
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7k, fflJl, (0*1 BM) : "fc 0 ^ir/^n^^{^ 

3IU£:IS*:£, lN-n , ¥fig8^9^j ri. 

J. Cox, J. Kilian, T. Leigh ton and T. shamoon (N E C) 

: "Sucure Spread Spectrum Watermarking forMultim 
edia, " NEC Reserch Institure Technical Report 

95-10. j <Dxm^zti&£o fr&^mz. 

[0 0 8 7) tt, lfcrtHI-, 2^^t LTfll^fetL 

$cgAs&$5<*fz.£>\Z^ S'Jf-DES (Data Encryption St 
andard) ^<E>»f #^v» s> M^C^^rffl V >T fc ft V \ 

Sen* -9-4 fctt 2 #^B8-r S ®««S:*p b4<tt« 

[0 0 8 9] ^t-^«J*3S« i ott, *Uffl#fl!f« 
#<&E*#»teB8i-S«^^ 

3»tT*.S) o 

[oo9o] ^-^tmm^^-^mx^mcD-? 

-ROM*teJ:oTJ£<BftJSixTv^rt>Av^ 
[0 0 9 1] 1ffl>*4JflMRStt, ^5B«iBt^ 
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t5o *r-c* ^be^3 oic:««ajas:3fcfc*-frsr t 
t^rte-efcSo -tor, ^n^3 o&2&.v$^<Dm&fo 

A3 OsftSfrAtf, tMGEftJSl) -3) tttfcBEA 3 0 ail* 
?4T-tT9- fc*T#6 0 If— 1 0 T*<£> 1 &B£ 

fc, t-^**^H 0^-fS*gi2 0^fi, 
U E*LTt>J:v\> 

10 [0 0 9 2] 

20 ^aa> LflMtrJttKMMl^MB-r 5 - £ OTt 5 B» 
^ t£ J; o T^-1f <Z>IM£«^flf -^-coSffl £B£ CHWSA 

[mi] ^w^mi^iiJE^ii^bfem^^L^ 

30 [0 4] FlashPixTM^r^/^^ 7 ^-—^^ F^>M^r^i~El 

[0 5] FlashPixTM^r^/^^^— ^ S> hCD#iJ£:;^i-0 

[06] FlashPixTM^r^/l^;*-— h<£>Image Cont 
ent Property SetfcltMrt£*b5 JStttf Si&^^E|-efc 

So 

[0 7] **L^n*lfe*0**5**OIBIftA»fo«*S 

lias] &ftmm<D u^\<om^L<D^^^m<Dm^ 

[0 9] ^>f/^asnfcIif«7*-^^B8^S«ttfl!f* 

[010] «»©«fS^tV^T^S:R«t5fc*0 
0-C$>£ o 

[011] 010 ^^i-^^r^ft Lfc^^(Z)m^-S^^ 

[012] 01 1 ^-r^ssrefcabyttt^ffl^a^ 

[??-^<DlftM] 
50 l 0 ^-^«*KB 
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